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el A | wwer E¥ Topic wwoPTYR Skill Set
Organization of Computer; How
Computer computer stores data; Bits & Bytes;
Foundation Evolution of digital media and storage
system.
Decimal, Hexadecimal, binary; Little
) Endian, big Endian, Sectors, cluster,
File System .
Foundati slack space, Metadata, data, filename,
oundation FAT, NTFS, EXT, HFS.
Law Enforcement and Regulators;
Introduction to Infroduction to Forensic Science,
Investigation and Electronic Evidence and its nature,
Digital Forensics Categories of Electronic Evidence,
Methodology; Forensic Technologies.
Identification Information Gather facts of the Case online;
Gathering Preserve the gathered facts.

Collection First responder roles and SOP; Dead
& Collection and Acquisition and Live acquisition;
o Examination Choosing the best data acquisition

Examination method; Triage method; Triage tools.

Storage Technology; Damaged HDD
D and Flash drive symptoms; Logical and
ata Recovery . ] )
physical recovery; Data recovery tools;

Recovery of data using tools.
OS Technology; Metadata Registry;
Artefacts; Data  Extraction; Data
Computer Forensics | Analysis; Data Hiding Technique;
Analytics of large sets of data;

Memory Analysis.

Mobile  phone technology and
Analysis Mobile Phone evolgtlon, User, Telecommunication
Forensics provider technology, types of data,

acquire and analysis tools, preservation
of data.

Network Forensics

Network types; Internet history files
and Cookies; User credentials;
Network forensic tools, preservation of
data.

Audio, Video and
Image Forensics

the
File

Understanding
Enhancement;
comparison.

technology;
authentication;
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e Social Media
Forensics
e Database Forensics
* Drone Forensics Understanding the technology;
Emerging e Vehicle Forensics | Accessing data from the device; Data
Technology | Shipbourne faxttractl(;)nt;. ‘]?{ata ; anilg/mfs:; . Data
Forensic interpretation; Reporting the findings.
¢ Cryptocurrency
Forensics
e Biometric Forensic
.. Format of the report; Effective result
Report Writing presentation to stakeholders.
Laws related to case; International
Presentation laws;  International  collaboration;
Presenting expert testimony in court;
Law and Mock Court g CXp y
Introduction to  court  structure;
Submitting electronic evidence to
court;
. . Professional code of ethics; ethical and
E E . ’
tiquette tiquette non-ethical code of conduct.
. Understanding standards; Conductin
Quality Management . ne ’ ucting
Lab audits; Quality management systems.
Management I ifv H - Health f
Health and Safety dentify Hazards; Health and Safety

measures; Self protection.
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2099

ARAAB o8 ff&GIET Tt It weT® Reszet el

Image File

Identification of artifacts
categories and prioritize them

v

v

oy ¢ 7\ ' ¢ N\ & ¢ ¢
2 Office Pictures Internet User i
. Documents Videos Browsers Activity Encryption
- 0 4 4 / A / A J \ A J
Search for
ESea_\'rér;_fort Filter for various Installed Search for ful
ma Llients Filter for various media formats, internet Phiie ser volume
office formats, ie. JPEG, JPG, Erowsern specific encryption
i.e docx, odt, GIF, PNG, AVI, artefacts, £.0.
] pptx, odp and WMV, MKV, recently used
Parse various xlsx based on MPEG and MP4 documents.
email Fllenls the signa[ure based on the Pafse browser mounted Search for files
format, i.e. PST, signature history, cache, devices and ith big si
0ST, MBOX form field e bl
entries. quently unknown file
passwords, started software signatures and
bookmarks, web) a high entropy
Search for searches and
Webmail Generate browsing
Search picture sessions
documents thubnails, split If encrypted
according to videos into volumes/files
case request thubnails for Create user were found
Recover HTML faster viewing activity timeline gather
Page : . including logins information
é’;‘;grélga}?r;:;? and logoffs about
: 2 passwords
Analyse Le. spreadsheet including RAM
Filter Emails thubnails
according to according to
case request case case
Export request Build a
documents and g Export timeline dictionary and
" its metadata " Filter data for into readable use CPU cluster
Export Emails Export Media case specific format to attack the
including and its criteria encryption
attachments Metadata
Y Y v 4 v A4

Include all findings
into forensic report
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Start

h 4

[

Connect forensi

Cc cloning device

or hardware write-blocker

J

[

AV
Insert wiped hard disk in the
cloning device or in the forensic

workstation

J

enerate exact copy
orensic image using cou

Yes

¥

One copy

valitaed hard-or software Mo
tools
Av4
[ Two copies
Verify the clones or forensic

imagesby hash calculation

and comparison

pd

h 4

Securely pack the image

A

ecurely transport the images to

the forensic lab, evidence vault,

notary’s office or court obtaining
the Chain of Custody

End
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NOUETca)

v

Review request, assess urgency and

amount of data

Urgent or large
data?

Consider conducting

triage

v

Process exhibits in order of priority

A

}

1. Recover deleted
partitions

9. Other case-specific
processing tasks

8. Parsing of artefacts

7. Index & keyword
searches

2. Recover deleted

files/folders

3. Hash filtering

4. Signature Analysis

6. Hash/ Signature analysis
for mounted containers

5. Mount container files

|

Analyse data

}
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Quality Assurance Components Checklist

Laboratory a. Create an Organization Chart at DFL level and at the organization
level.
b. Conduct an internal audit annually.
¢. Establish a procedure to address internal and external complaints.
d. Establish a procedure to control documentation.

Facility and a. Establish lab premises - access and exits.
Environmental b, Create an access list and limit access by using keys, individually
Condition assigned identi’ﬁcation cards, or biometric devices.
¢. Monitor the lah environment regularly - temperature, humidity,
cleanliness.

d. Establish a Health and Safety programme.
e. Establish visitor policy.
f. Conduct regular housekeeping.

Equipment

o

Establish a procedure for handling, transport, storage, use, repair,

disposal and planned maintenance for equipment.

b. Before putting into use, ensure that the equipment is working
according to specifications.

¢. Implement the maintenance programme.

d. Update the firmware according to requirements,

e. Maintain equipment documentation, manuals, and warranties.
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Staff

Forensic
Method

Service Request

a.

b.

T o

Employment Qualifications:
¢ Conduct background screening prior to hiring.
* Prepare Job Descriptions for staff once hired - See section 3.3
Staff.

Professional Development and Training:

» Establish a training programme for staff - See section 3.3.4 Staff
development.

o Send staff for training.

* Assign mentors for newly-hired staff.

o Evaluate staff's competency by conducting Competency Tests
for newly-hired staff.

e Evaluate existing staff's proficiency by conducting annual
Proficiency Tests.

* Participate in external or inter-laboratory Proficiency Tests.

¢ Obtain technical certifications.

Establish SOPs for conducting DF examinations.

Keep a document of forensic methods, such as conducting a live
acquisition, updated and available to Examiners.

Conduct verification on methods introduced to ensure the DFL can
use them properly.

Conduct validation when using any method: non-standard method,
lab-developed method or standard method used outside its scope.
For ease of operation, use an internationally-accepted method in
DFL, such as SWGDE.

Establish and implement a policy and procedure on the service request.
This should contain:

The process for accepting or rejecting the request.

. The process for resubmission of the request.

The requirement for having a concise request or case objective.
. Formal acknowledgment from the Requester and the Examiner,
indicating that both parties agree with the work before the

e. Forms or other methods to be used to document the request.

o o o o



NCEICHY AT (TS SR SFRT X 039
Evidence Establish and implement a policy and procedures on evidence
Handling handling. This should contain:

Forensic Result

a. Evidence preservation

Evidence labelling

Evidence sealing

ltems to document - including the chain of custody
Evidence that is left unattended

Precautions for securing and handling the evidence
g. Storage and retention

o

- o o

See Appendix K: Electronic Evidence Handling for details on evidence
handling.

d.

Keep technical records to support the forensic result. The records
must indicate the Examiners conducting the process, and the
date. Amendments to previous records must be tracked.
Conduct technical and administrative review of the forensic
results.

Authorize the forensic result before releasing to the Requester.
Establish a common format for a forensic report.

See Appendix J: Common Requirement for Forensic Report
When providing an opinion, it must be clearly marked in the
forensic report.

Establish a process for amending a forensic report.
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